Setting up Internet Parental Controls

Create an OpenDNS account

Open Browser
Go to OpenDNS.org http://www.opendns.com/
Choose Create Account in upper right

{8 OpenDNS | Internet Navi /
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il Dashboard = Community

OpenDNS

SEE PLANS & PRICING =»
Yes, there's a free version

SOLUTIONS USE OPENDNS CUSTOMERS SUPPORT ABOUT US

Choose OpenDNS Basic
Fill in the info under “I'm new to OpenDNS”
Click Continue

upenDNs ODBHDNS store

1. Sign in or create account — 2. Change your DNS — 3. Customize your account settings

| have an OpenDNS account

Use OpenDNS — Select the |

OpenDNS
Reliable DNS Infrastructure fm newto OpenDNS and | need an accourtt

Web Content Filtering Email:

Phishing Protection Confirm Email:

Basic Customization Passuord:

Typo Correction Confirm Passveord:

Free Where did you hear about OpenDNS?

Friend/colleaque recommendation

Where vill you use this sccount?

Slgn Up > Househad -

Fill in your e mail address and a Secure Password. (Something your kids cannot guess). Since
many people have trouble remembering passwords, it would be good to start a journal and keep it
in a secure place.
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0 DNS Signed in: bob@businesstechteam.com (Sian out)
pen store

or create account — 2. Change your DNS — 3. Customn

™
[

Change DNS on your:

Best
for home
users

DNS Server

Our step-by-step video tutorial
villl show you how to get started
with OpenDNS.

Forthe nerds

IT Administrator Best Practices
Our nameservers are EIV.IE‘,"S:

Read our best practices to find out how OpenDNS complements your existing network setup.
= 208.67.222,2232

= 208.67.220.220

Go find your Router and get the Make and Model information
Choose your Router from the list

0 DNS Signed in: bob@businesstechteam.com (Sign out)
pen store

or create account — 2. Change your DNS — 3. Customize your account settings

Change your DNS: Choose your router's brand Need help?
i J ~ __-— -
I =« m @« i W =
2aWRE acom Activrtec Apple Vi— 55— BELKIN .- ‘2—:__
@ L om oyl
BUFFALD D-Link o Prs Dray Tek HUAWEI LINKSYS Our step-by-step video tutorial
l i will show you how to get started
| : '. \ # with OpenDNS.
moromoLa Nertinmm NETGEAR SMC SpeedStream SpaectouCH Forthe nerds
b COur nameservers are always:
= 208.67.222.222
WESTELL = 208.67.220.220

Don't see your device? Try these general router instructions.

I will choose Linksys. If you do not know what type of Router you have, you can click on the
“general” instruction link below.

general router instructions.
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Change your DNS: Configuration for Linksys

Visit the router's IP address in a new browser window.

Enter the Network password.

Type in OpenDNS addresses in Static DNS 1 _and Static DNS 2 fields.
Click Save Settings_button.

hwnE

1. Visit the router's IP address in a new browser window.

http://192.168.1.1 is the default Linksys router IP address. [Linksys support]

2. Enter the Network password.

User=

Password=

The "Enter Network Password" window will appear. Skip user name and type the router's
password (admin is the default password, if you haven't changed it) and click the OK button.
You must change the default User and Password to keep the Router secure!!

http://192.168.1.1 Prompt
. | Enter username and password for "opendns1” at
http://192.168.1.1

User Marme:

Password:

— Use Password Manager to remember this password,

( cancel ) £ 0K )

3. Type in OpenDNS addresses in Static DNS 1 and Static DNS 2 fields.

Please write down your current DNS settings before switching to OpenDNS, in case you want to
return to your old settings for any reason.

The addresses for Open DNS are:
e 208.67.222.222
e 208.67.220.220

Network Address

Server Settings (DHCP) DHCF Server : {" Enable { Disable
Starting IP
Address - 192.153.1.'100
Maximum Mumber of 0
DHCP Usears :

Static DNS 1 :

Static DNS 2 :

Static DNS 3 :

17199
1799
1

WINS
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4. Click Save Settings button.

Cancel Changes

Click on the Test link after making the changes to see if your settings work.

NEXT: Test your new settings —

Go back to your Browser and the OpenDNS Home page

UpenDNs dashhoard

OpenDNS.com Dashhoard Community

:_:_Z;= Upgrade to OpenDNS Deluxe to get more control over which sites are accessible on your home network, store your stats for a full year,
remove advertisements and more. Only $9.95 per household/per vear.

Welcome, bob@businesstechteam.com. Global System Status: Online
Your networks + Stats & Logs # Seffings
MNo networks have stats. 1 network »
-~ Settings

1 network »

m

ecurity
I Customization
Stats and Logs

Advanced Settings
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Web Content Filtering

Choose your filtering level

@ High

Protects against all adult-related sites, illegal activity, social
networking sites, video sharing sites, and general time-wasters.

26 categories in this group - View - Customize

“) Moderate Protects against all adult-related sites and illegal activity.
13 categories in this group - View - Customize
Low Protects against pornography.
4 categories in this group - View - Customize
None MNothing blocked.
) Custom Choose the categories you want to block.

| APPLY |

Click View to see what is blocked a category you choose

26 categories in this group - View - Customize

Mudity

Pornography

boards and forums.

Sites that provide nformation, Mmages of implicatons of
bondage, sadism, masochism, fetish, beating, body
piercing or =elf-mutilation.

Sites that provide images or representations of nudity.

Anything relating to pornography, including mild
depiction, soft pornography or hard-core pornography.
Forums/Message boards

Sites with discussions, including bulletin boards, mes=age |E

Or you can customize exactly what you want.

Choose the categories you want to block.

@ Custom

[ Academic Fraud
Alcohal

[ elogs
Classifieds

] Ecommerce/Shopping

[ Financial institutions
Games
[ Health

[] Jobs/Employment
[ Music

Nudity

Photo sharing
Pornography

[ Radio

[ search engines

[ software/Technology

[ Television
Video sharing
Webmail

| APPLY |

Adult Themes

[] Business Services
Dating

[l Educational Institutions

Click Apply when done.

Adware
(my
Chat
Drugs

File storage

Forums/Message boards

Gambling

[ Government

[ Humor
Lingerie/Bikini
[ News/Media
P2P/File sharing
[l podcasts

[ Religious

Sexuality

[ sports

[C] Tobacco

Visual search engines

Hate/Discrimination

Instant messaging
[ Movies

[T Non-profits

[ parked Domains
[ politics
Proxy/Anonymizer

O Research/Reference

Social networking
[ Travel
Weapons

Looking for security categories?
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You can Add Domains you want allowed after choosing your default settings to customize further.
It is better to err on the side of Caution. You can always add something in you want to allow.

Here is an example of some sites added in afterward.
Manage individual domains

If there are domains you want to make sure are always blocked (or always allowed)
regardless of the categories blocked above, you can add them below.

Neverblock ~ businesstechteam.com|

ADD DOMAIN

NEVER BLOCK:
gmail.com

mail.google.com
mail.yahoo.com
runescape.com

us.mgd.mail.yahoo.com

15

www.runehg.com

| DELETE |

If you did it right, your kids will not be able to go to sites you deem inappropriate.

& This domain is blocked. OpenDNS
G

UIDE
Site blocked. youtube_ com is not allowed on this network.

This site was categorized in: Video sharing

Contact yvour network administrator

Remember, you can add in exceptions if you find something you want to allow.
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